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Why This Study?

The conclusions of the Intelligence
Community Assessment (ICA),
"Russian Influence Campaign
Targeting the 2016 US Presidential

Election," raised concerns about

Russian attempts to undermine

confidence in the US election system,

prompting a comprehensive

examination of the ICA's analysis.

Investigators compared the ICA
analytic tradecraft against the

standards prescribed in Intelligence
Community Directive (ICD) 203,
"Analytic Standards," the primary

guiding document for evaluation of
analytic products for the Intelligence
Community (IC) Investigators spent
over 2,300 hours reviewing the ICA
and its source reports, mostly at CIA

Headquarters in the compartmented

reports vault, and on outside related

research. In addition, 20 interviews

were conducted of intelligence

officers or FBI agents who were

associated with managing or drafting
the ICA or the production of raw

reporting cited as ICA sources.

Recommendations

1. Improve peer review of

controversial assessments involving
limited-access intelligence.

2. Require political appointees to

recuse themselves from managing
such assessments during a

presidential transition.

3. Mandate that finished analysis
citing substandard raw intelligence
reports include a context footnote

explaining all factors that reduce

confidence in the information.

What tna Majority Pound

Most ICA judgments on Russia's activities in the US
election employed proper analytic tradecraft and were

consistent with observed Russian behavior. The key

judgments found to be credible include: 1) President Putin
ordered conventional and cyber influence operations,
notably by leaking politically sensitive emails obtained from
computer intrusions; 2) Putin's principal motivations in these
operations were to undermine faith in the US democratic

process and to weaken what the Russians considered to be
an inevitable Clinton presidency; and 3) Putin held back

leaking some compromising material for post-election use
against the expected Clinton administration.

In contrast to the rest of the ICA, the judgment that Putin

developed "a clear preference"for candidate Trump and
"aspired to help his chances of victory" did not adhere to the

tenets of the ICD, Analytic Standards:
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The Director of CIA (DCIA) ordered the post-

election publication of 15 reports containing
previously collected but unpublished intelligence,
three of which were substandard-containing

information that was unclear, of uncertain origin,
potentially biased, or implausible-and those

became foundational sources for the ICA judgments

that Putin preferred Trump over Clinton. The ICA

misrepresented these reports as reliable, without

mentioning their significant underlying flaws.

One scant, unclear, and unverifiable fragment of

a sentence from one ofthe substandard reports
constitutes the only classified information cited to
suggest Putin "aspired" to help Trump win

The ICA ignored or selectively quoted reliable
intelligence reports that challenged-and in some

cases undermined-judgments that Putin sought to
elect Trump.

The ICA failed to consider plausible alternative
explanations of Putin's intentions indicated by

reliable intelligence and observed Russian actions.

DCIA picked five CIA analysts to write the ICA,

and rushed its production in order to publish two
weeks before President-elect Trump was sworn-in.

Hurried coordination and limited access to the draft

reduced opportunities for the IC to discover

misquoting of sources and other tradecraft errors.
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DETAILED FINDINGS

This is the unredacted, fully-sourced, limited-
access investigation report that was drafted and

stored in a limited-access vault at CIA

Headquarters.

Although the principal findings of this

report are identical to the Top Secret

downgraded version prepared for
members of Congress, this version

contains significantly more detailed

quotations from sensitive reports-to

include source descriptions from raw

intelligence-and extensive footnotes

citing raw intelligence reports and
interviews of IC officers.

The names of IC officers quoted in the

main text were omitted by prior

agreement with the agencies, but are

available in the footnotes of the original

sourced copy.

Finding #1: The Bulk of ICA Judgments on
Russia's Election Operations Were Sound and

Employed Proper Analytic Tradecraft

The majority found most ICA judgments on
Russia's election activities to be well reasoned,

consistent with observed Russian actions,
properly documented, and-particularly on the

cyber intrusion sections-employed appropriate
caveats on sources and identified assumptions.
The key ICA judgments that the Majority found
credible are summarized below:

Russian efforts to influence the 2016

US presidential election represent the

most recent expression of Moscow's

longstanding desire to undermine the US

liberal democratic order.

Russian intelligence services, acting

on the orders of Russian President

The DNI describes Intelligence Community Directive

(ICD) 203 Analytic Standards as the document that
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Vladimir Putin, launched conventional

and cyber influence operations-notably
by leaking politically sensitive emails

obtained from computer intrusions-

during the 2016 election.

Putin's principal motivations in these

influence operations were to advance

Moscow's longstanding desire to

undermine faith in US democracy, and to

weaken from the start what the Russians

considered to be an inevitable Clinton
presidencу.

Putin held back leaking some

compromising material to use against the

expected Clinton Administration after

they took office.

The operations officers at CIA and NSA who

produced the raw intelligence cited in the ICA

showed great professionalism.

CIA Collection Management Officers

(CMOs) in particular, did an excellent job

of employing detailed context statements

that spelled-out evidentiary problems

affecting the reliability of raw
intelligence.

The drafters of ICA did not accurately
cite the most critical context statements

(addressed in detail later in this study)
but the original raw reports were

nonetheless professionally prepared.

Finding #2: Significant Tradecraft Fallings

Cast Doubt on ICA Judgments of Putin's

Intentions

In contrast to the ICA's other judgments, the
sections addressing Putin's intentions for

influencing the US election did not observe

professional criteria set forth in ICD 203, Analytic

Standards

"establishes the Intelligence Community (IC) analytic

standards that govern the production and evaluation



These failures were serious enough to

call into question judgments that allege
Putin "developed a clear preference for

candidate Trump" and "aspired to help
his chances of victory" and that "Russian

leaders never entirely abandoned hope

for a defeat of Secretary Clinton."

The ICA defined these as "high
confidence" judgments based on a "body
of reporting from multiple sources" (see

box "Putin's Intentions)

What the ICA Says: Putin's Intentions

"We further assess Putin and the

Russian government developed a clear

preference for [candidate Trump]. We
have high confidence in these judgments"
(emphasis added). (ICA p. ili, ICA-U p. ii]

"CIA and FBI also assess with high
confidence that Putin and the Russian

Government aspired to help [candidate

Trump's] chances of victory when possible

by discrediting Secretary Clinton"
(emphasis added). [ICA p. 1, ICA-U p.i]

"We assess that Russian leaders never

entirely abandoned hope for a defeat of

Secretary Clinton." "When it appeared

Secretary Clinton was likely to win the
election, the Russian influence campaign

began to focus more on undermining her
future presidency." ICA page ICA-U p.2]

The ICA judgments on Putin's intentions failed

to adhere to the following analytic standards

within ICD 203:

0
"Properly describe quality and

credibility of underlying sources.'

"Properly express and explain

uncertainties associated with major

analytic judgments.

of analytic products; articulates the responsibility of

intelligence analyst to strive for excellence, integrity,
and rigor in their analytic thinking and work practices."

0 Base confidence assessments on "the

quantity and quality of source
material.

"Be informed by all relevant

information available."

"Consider alternative perspectives
and contrary information.

"Be independent of political
considerations."

Despite the ICA's significant tradecraft

failures, the assessment demonstrated

awareness of the ICD standards in a section

describing analytic process:

a

"These standards include describing

sources (including their reliability and
access to information), clearly expressing
uncertainty, distinguishing between

underlying information and analysts'
judgments and assumptions, exploring
alternatives..."

A critical part of the analyst's task is

to explain uncertainties associated with

major judgments based on the quantity
and quality of the source material"

(emphasis added).

Unlike routine IC analysis, the ICA was a high-

profile product ordered by the President,

directed by senior IC agency heads, and created

by just five CIA analysts, using one principal

drafter. Production of the ICA was subject to
unusual directives from the President and senior

political appointees, and particularly DCIA. The

draft was not properly coordinated within CIA or

the IC, ensuring it would be published without

significant challenges to its conclusions.

The tradecraft failures identified in this

review are limited to sections of the ICA

addressing Putin's intentions only. Because the

ICA did not follow standard procedures for
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drafting or coordination within CIA and the IC,

they should not be seen as an indication of

systemic problems with analysis from CIA, NSA or
FBI

Finding #3: The ICA Falled to Acknowledge

That Key Judgments on Putin's Intentions Were

Based on Raw Intelligence That Did Not Meet
Tradecraft Standards

ICD 203 instructs that intelligence tradecraft
"properly describes quality and credibility of

underlying sources" to include factors affecting
the reliability of their information, such as

"source access, motivation, possible bias or
deception, and accuracy and completeness"

(emphasis added). Accurate citation of raw

intelligence reporting is critical to explaining to
the reader the reliability of the evidence used to
drive judgments, yet the ICA disregarded these
fundamentals in sections that claimed Putin
intended for Trump to win.

Key classified reports, cited by the ICA in
support of judgments that Putin developed "a
clear preference" for candidate Trump and

"aspired to help his chances of victory" contained

flaws in terms of clarity or reliability. The ICA
omitted or obscured such information froml

context statements-that the CIA's Directorate of

Operations had properly added to raw human

source intelligence (HUMINT) reports-thus
failing to warn the reader of significant flaws in
the quality or credibility of foundational

sources.

DCIA ordered the Fuolication of Turee

Reports-Which Failed to Maet CIA Crfterio jo

Reliability ar Ciarity-That Subsaquantly Secama
Kay ICA Citations on Putin's Intantions In

response to direction from the President to make

all information available, CIA officers said the
DCIA ordered the publication in early December
2016 of 15 new or revised CIA HUMINT reports
containing information on Russian activities

collected prior to the election, that CIA

professionals had decided not to publish for

various reasons having to do with tradecraft
standards.

0

Most of the 15 were unremarkable,

but three contained flawed information

and these three became foundational

sources the ICA cited to claim Putin's

aspired to help Trump win.

Senior CIA officers said some of the

information in these reports had been

judged to have not met various

longstanding IC standards for publication,
and that is why they had not been

published when first acquired. Two

sensitive report were not published on

DCIA's orders (see footnote at bottom of

page).

The three reports were published

after the election on DCIA orders, despite

veteran CIA officer judgments that they

contained substandard information that

was unclear, of uncertain origin.
potentially biased, implausible, or in the

words of senior operations officers,

"odd."

CIA officers also said that DCIA personally

directed that two of the most important reports not

be formally disseminated when he first learned of

them, ostensibly because they were too sensitive to

create printed copies. We were unable to obtain a

convincing explanation, however, for why DCIA did

this, since the CIA has a special reporting channel (the

series) whereby sensitive reports are

restricted to only the President or as small a "by
name" group as desired. Experienced CIA officers

noted that publishing a written report creates a formal
record copy, vetted by expert collection management

officers (CMOs) and linguists. Unclear or poorly
sourced information would normally be removed or

else explained in the context statement. Reading a

published report ensures a consistent message to all
recipients. By briefing the information orally,
however, DCIA could have tailored his message to

different officials, unconstrained by a consistent

record coру.
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The three reports became

foundational sources for the ICA

judgments on Putin preferring Trump.

One scant, unclear, and unverifiable

fragment of o sentence from a singie HUMINT

report-published under DCIA Brennan's

December 2016 order-constitutes the only

classifled Infarmation cited by the ICA for the
judgment that Putin "aspired to help Trumo's

chances of victory when possible." The ICA did
not cite any report where Putin directly indicated

helping Trump win was the objective. That
judgment rested onaquestionable interpretation

of this one unclear fragment of a sentence.

The unclear fragment (shown in bold) is part
of a sentence in a that

reads:

。 "Putin had made

this decision [to leak DNC emails] after he
had come to believe that the Democratic

nominee had better odds of winning the
U.S. presidential election, and that

[candidate Trump), whose victory Putin
was counting on, most likely would not

be able to pull off a convincing victory."

A senior CIA operations officer said of

the fragment, "We don't know what was

meant by that" and "five people read it

five ways."

The significance of this fragment to the ICA

case that Putin "aspired" for candidate Trump to

win cannot be overstated. The major "high
confidence" judgment of the ICA rests on one

opinion about a text fragment with uncertain

meaning, that may be a garble, and for which it is

not clear how it was obtained. This text-which

would not have been published without DCIA's

orders to do so-is cited using only one

interpretation of its meaning and without

considering alternative interpretations.

כ

이

The report containing the fragment
did not directly say or imply that Putin

"developed a preference for Trump" nor

did it say Putin ordered his intelligence
services to "assist Trump's chances of

victory when possible."

The ICA presented only one
interpretation of the unclear fragment,

and does so without following ICD 203
directives to "properly distinguish

between underlying intelligence
information and analysts' assumptions
and judgments" and without

"incorporating analysis of alternative
explanations.'

The ICA does

not address the source's motivations,

which were in part driven by a strong

dislike for Putin and his regime, and that

the source had an anti-Trump bias,
according to CIA officers.

The ICA judgment on Putin's thoughts
about helping candidate Trump does not

stand if the single interpretation of the

fragment is wrong, because there is no

other intelligence corroborating it, and in

any case, viable-perhaps more likely-
alternative interpretations of the

fragment exist.

None of the confirmed Russian

activities-leaks, public statements,
social media messaging, and traditional

propaganda-corroborate the ICA

interpretation of the fragment, because
these activities were all consistent with

Putin's objectives to undermine faith in

US democracy, without regard for

candidate Trump's fate.
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..DCIA Overruled CIA Professionals to Publish

and Cite the Ambiguous Fragment. CIA officers

in the component running Russia operations
described how two versions of the report-one
without the fragment and one with-were

published as the ICA was being written.

Experienced CIA officers responsible
for Russia reporting-evaluating raw
intelligence and ensuring that HUMINT

reporting meets the threshold for

publication-initially omitted the
confusing fragment from the first version

of the report, which was published on 20

December 2016

DCIA countermanded their decision,

however, and ordered that the fragment
be included so that it could be cited in

the ICA. A revised report was published

on 28 December 2016

A senior CIA operations officer described

concerns about relying upon unclear reporting as
the only evidence for the significant judgment

that Putin "aspired" to help Trump.

The officer explained that, while most

of the ICA was well done, "ideally they
should have eliminated the political
judgment" because the fragment lacked

the clarity needed to support such a

significant claim.

The same officer said that,

together with another senior colleague,

the two officers argued to DCIA that "We
don't have direct information that Putin

wanted to get Trump elected" and

therefore the judgment that Putin was

counting on Trump's victory should be
removed from the ICA or the ICA should

be changed."

The ICA Text Failed to Acknowledge the

Ambiguity and Uncertain Origin of the

Fragment. Despite the "single source"
significance of the fragment to the thesis on

Putin's intentions, the ICA fails to "properly
express and explain uncertainties associated with

major analyticjudgments" as required by ICD

203. This judgment had serious implications for

confidence in US democracy, and would be

considered a "major analytic judgment" by IC
standards.

The ICA used an abbreviated description of
the source that, without further mention of the

problems associated with the fragment, misleads
leads the reader to conclude that that Putin

wanted Trump to win. Contrary to ICD 203

guidance, the ICA fails to explain the misgivings of
CIA professionals about the lack of clarity of the

fragment, the possibility of other interpretations
of it, that fragment does not actually say Putin
"aspired to help Trump" or that it is not known

how the information was acquired.

The ICA text

"We assess the influence campaign
aspired to help [Trump's] chances of

victory when possible" is supported using
an abbreviated source description: "The
established source with secondhand

access reported that Putin was counting

on the President-elect's victory..."

This citation

leaves out clear and important context

flags from the raw intelligence report

(see box "Context Warnings").

What the Raw Intelligence Says: Context

Warnings

The identified

subsource of paragraphs two and three

had authoritative insight into

but the exact circumstances in

which the subsource obtained the

information on Putin's plans and were not

explicitly clear."
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The context statement opens up a number of

possibilities affecting reliability of the information
that ICD 203 directs should be explained to the

reader. The ICA failed to clarify:

The source did

not say that President Putin preferred

candidate Trump or that he wanted to
help him win.

It is not known

how the subsource obtained the

information and thus whether the

fragment reflected the subsource's

opinion of Putin's inner thoughts, Putin's
actual statements made to the

subsource, or some third-person's
opinions relayed to the subsource who

then relayed these to the established
source

The key sentence

fragment used to make the judgment was
ambiguous ("counting on" could equate to
"expected" instead of the ICA

interpretation of "preferred") and that

without further clarification, did not

suggest or imply that Putin's orders were

intended to help Trump win.

Did not mention

that, it was not

possible to have the established source

ask the subsource to clarify what they
meant by the puzzling fragment.

The ICA Foiled to Acknowledge Alternative

Interpretations ofthe Unclear Fragment

Suggested by Events At the Time It Was

Collected. ICD 203 directs that analysis must
"consider alternative perspectives and contrary

information." Yet despite the misgivings of
experienced CIA operations officers over the

ambiguity of the fragment, the ICA only considers
one "single source" interpretation of its

meaning-that Putin wanted Trump to win-

when events suggested another, more plausible

explanation.

Even assuming that the

fragment was not a garble between any of the

subsource or established source, and

discounting the unknown circumstances under
which the subsource obtained the information,
the ICA made no effort to explain how the

fragment's ambiguous wording indicated that

Putin "aspired" to elect Trump. The original
report does not directly say, as the ICA implies,
that Putin launched leak operations to help
Trump win.

The ICA also fails to

consider alternative, more plausible, explanations

for the fragment's meaning suggested by the
context of events during early July, when the

information was acquired.

The fragment

could instead be read that Putin expected
("counted on") a Trump victory at the

Republican convention, which was only

two weeks away at the time of Putin's

WikiLeaks decision.

The fragment
referred to decisions made by Putin in

early July, when the Republican
convention's outcome was still uncertain

due to active efforts to deny Trump a

majority of convention delegates. This
was a headline issue for US political
media at the time, although many

pundits nonetheless expected-or
"counted on"-a Trump victory

The fragment

thus may reflected the subsource's view

that Putin "counted on" a Trump victory

in the Republican July primary, but not in

the November general election against
Clinton.

This alternate interpretation would suggest
that the fragment says nothing about Putin's
thoughts-positive or negative-of Trump or

whether Russia ought to help him win or not. It

would not support a judgment that Putin

"preferred" Trump, nor one that Putin "aspired"
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